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Agenda

ÁAre your users taking the security of your organisation 
seriously enough?

ÁCan you be sure that information is not being 
compromised through either malicious or accidental 
acts within the organisation 

ÁAre the controls you currently have in place adequate 
enough to protect information from user behaviour, 
malicious or otherwise? 

ÁAre you confident that for those users in which you 
place the most trust, the trust is well placed? 
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Who are the users?
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Internal Privileged External
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Who are the EXTERNAL users?

Source, Quocirca, The Distributed Business Index, March 2008
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Causes of leaks

Employee oversight

Poor business process

Manager approved

Malicious

Other

Source, Symantec, Risk 

Assessment Findings, 2008
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External and 

internal users 

involved here



Relative risk
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Order of òworryó ðthreats 

1. Malware

2. Internet 

3. Internal users

4. Data compromise

5. External users

6. Use of òWeb 2ó tools 

7. Email 

8. Privileged users
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Do employees implement back door solutions for
IM, VoIP, web conferencing etc.

Source, Superhighway at the Crossroads ïQuocirca, September 2008
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Order of òworryó data in use

1. On mobiles

2. On portable PCs

3. On USB devices

4. Stored externally

5. Being transmitted
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Why we ignore the insider threat

Desire 

to trust
Provide 

access

Avoid bad 

press

Deny

Weak 

policy

12© 2008 Quocirca Ltd



Agenda

ÁAre your users taking the security of your organisation 
seriously enough?

ÁCan you be sure that information is not being 
compromised through either malicious or accidental 
acts within the organisation 

ÁAre the controls you currently have in place adequate 
enough to protect information from user behaviour, 
malicious or otherwise? 

ÁAre you confident that for those users in which you 
place the most trust, the trust is well placed? 

13© 2008 Quocirca Ltd



Protecting data

ÅFocus areas
ðPeople ðnormal and privileged users

ðContent

ðPolicy

ÅTools

ðID and access control

ðEncryption 

ðData loss prevention

ðPrivileged user management
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Are organisations worried about 
privileged users?
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No as much as they worry about other things.......

Normal users Internet 

Malware 
Email

http://www.spam.com/

