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A Are your users taking the security of your organisation
seriously enough?

A Can you be sure that information is not being
compromised through either malicious or accidental
acts within the organisation

A Are the controls you currently have in place adequate
enough to protect information from user behaviour,
malicious or otherwise?

A Are you confident that for those users in which you
place the most trust, the trust is well placed?
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Who are the users?

Copyright © Randy Glasbergen. www.glasberngen
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Who are the EXTERNAL users? quocCirCd
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Source, Quocirca, The Distributed Business Index, March 2008
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Do employees implement back door solutions for quocC Irca

IM, VOIP, Web COnferenCing EtC. Business and IT Ana[}rsw
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Source, Superhighway at the Crossrda@aiocirca, September 2008
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Why we ignore the insider threat
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Protecting data

A Focus areas
d People @ normal and privileged users
d Content
d Policy

A Tools
d ID and access control
d Encryption
0 Data loss prevention
d Privileged user management
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Are organisations worried about
privileged users?
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